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DETAILED ACTION 

1. Claims 1-14 have been examined. 

Drawings 

2. Figure 1 should be designated by a legend such as --Prior Art- because only that which is 
old is illustrated. See MPEP § 608.02(g). Corrected drawings in compliance with 37 CFR 
1.121(d) are required in reply to the Office action to avoid abandonment of the application. The 
replacement sheet(s) should be labeled "Replacement Sheet" in the page header (as per 37 CFR 
1.84(c)) so as not to obstruct any portion of the drawing figures. If the changes are not accepted 
by the examiner, the applicant will be notified and informed of any required corrective action in 
the next Office action. The objection to the drawings will not be held in abeyance. 

Specification 

3. The disclosure is objected to because of the following informalities: Spelling error found 
on page 6 line 21 (" authenticating"). Appropriate correction is required. 

4. Claimll is objected to because of the following informalities: Spelling error found (" 
authenticating"). Appropriate correction is required. 

Claim Rejections - 35 USC § 103 

5. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 
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(a) A patent may not be obtained though the invention is not identically disclosed or 
described as set forth in section 102 of this title, if the differences between the subject 
matter sought to be patented and the prior art are such that the subject matter as a whole 
would have been obvious at the time the invention was made to a person having ordinary 
skill in the art to which said subject matter pertains. Patentability shall not be negatived 
by the manner in which the invention was made. 

6. Claims 1-14 are rejected under 35 U.S.C. 103(a) as being unpatentable over Jobst et al. 

(US Pat. No.: 6,707,915) in view of Koukoulidis et al. (US Pub. No.: 2003/0123669). 

As per claim 1 : 

Jobst et al. disclose a text messaging system for the encryption of at least one text 
message sent to a wireless terminal equipment, the text message having an information data field 
and a text data field, the text messaging system comprising: 

means for storing an equipment identification number uniquely assigned to the 

wireless terminal equipment (Column 6: lines 31-47; Column 7: lines 5-15; Figure 3; 

figure 5: 1); 

means coupled to the equipment identification number storing means for 
encrypting the text data field content using the equipment identification number assigned 
to the wireless terminal equipment as the shared key (Column 2: lines 20-45; Column 6: 
lines 57-67; Column 7: lines 1-36); 

and means for setting an encryption identifier in the information data field of the 
at least one text message (Figure 8: 63,64,65,66). 

Jobst et al. do not explicitly teach the encryption and decryption system is 
carried out using Short Message Service (SMS) system. Koukoulidis et al., in an 
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analogous art teach the encryption and decryption process is carried out using Short 
Message Service (SMS) system (Figure 2A: 20; Figure 4: 460; Figure 5: 20; Page 1: 
0018). Therefore, it would have been obvious to a person having ordinary skill in the 
art at the time the invention was made to modify the method disclosed by Jobst et al. to 
include encryption and decryption process is carried out using Short Message Service 
(SMS) system. This modification would have been obvious because a person having 
ordinary skill in the art would have been motivated by the desire to secure transaction 
and communication utilizing SMS as suggested by suggestion provided by Koukoulidis 
et al.(Page 1:0005,0007,0018). 

As per claim 2: 

Jobst et al. disclose a system, wherein the at least one text message is a Short Message 
Service (SMS) message and said assigned equipment identification number is the International 
Mobile Equipment Identity (IMEI) number of (Page 2: 0032). said wireless terminal equipment 
(Column 5: lines 10-21; Column 2: lines 20-45; Column 6: lines 57-67; Column 7: lines 1-36). 

As per claim 3: 

Jobst et al. disclose a system, wherein the text data field of the text message comprises 
configuration commands to remotely manage the wireless terminal equipment (Column 6: lines 
20-30; Column 2: lines 1-13)). 

As per claim 4: 
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Jobst et al. disclose a system, wherein the information data field of the text message 
further comprises a header part and a body part, and wherein the encryption identifier is set in the 
body part of the information data field (Column 3: lines 1-21). 

As per claim 5: 

Koukoulidis et al. disclose a system, wherein the encryption identifier is set in an 
Information Element group of the SMS message (Figure IB: 150). 

As per claim 6: 

Koukoulidis et al. disclose a system, wherein wireless terminal equipment is an Short 
Message Service (SMS) receiving mobile device and said at least one text message is carried 
over a wireless network (Figure 4: 400; 460). 

As per claim 7: 

Jobst et al. disclose a system, wherein wireless terminal equipment comprises means for 
storing a personal equipment identification number, and further comprising: 

means for receiving the encrypted at least one text message (Figure 5:41,1); 

means for determining if the received encrypted at least one text message contains 
an equipment identification number as a shared key encryption (Figure 7: 201); and 

means for decrypting the received encrypted at least one text message using the 
personal equipment identification number of said wireless terminal equipment.(Column . 
11: lines 50-59). 
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As per claim 8: 

Jobst et al. disclose a system, comprising means coupled to the decrypting means for 
processing or rejecting the decrypted at least one text message (Figure 7: 208, 209) 

As per claim 9: 

Koukoulidis et al. disclose a system, wherein the means for generating an encrypted at 
least one text message further comprising means for processing an encryption algorithm to 
compute a bit string using said assigned equipment identification number as the shared key and 
the text data field content (Page 2: 0032). 

As per claim 10: 

Koukoulidis et al. disclose a system, wherein the means for decrypting the received 
encrypted at least- one text message further comprising means for processing a decryption 
algorithm using said personal equipment identification number as the shared key and the 
received encrypted at least one text message content (Page 2: 0032). 

As per claim 1 1 : 

Jobst et al. disclose a method for authenticating a text message sent by a text messaging 
system to a wireless terminal equipment (Column 10: lines 33-49; Figure 7) having means for 
storing a personal equipment identification number (Column 6: lines 31-47; Column 7: lines 5- 
15; Figure 3; figure 5: 1) the text messaging system (Column 5: lines 10-21) comprising 
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means for storing an equipment identification number uniquely assigned to the 
wireless terminal equipment (Column 2: lines 20-45; Column 6: lines 57-67; Column 7: 
lines 1-36), and 

wherein the text message having an information data field and a text data field, 
the method comprising the steps of: 

at the text messaging system (Column 5: lines 10-21): 

encrypting the text data field content by using the equipment identification 

number assigned to the wireless terminal equipment as the shared key (Figure 8: 

65); 

setting an encryption identifier in the information data field of the at least 
one text message (Figure 7: 206); and 

sending the encrypted at least one text message to the wireless terminal 
equipment (Figure 5:41); 

at the wireless terminal equipment (Figure 5: 1; Phone); 

receiving the encrypted at least one text message (Figure 7: 205); 

determining if the received encrypted at least one text message contains an 
equipment identification number as a shared key encryption (Figure 7: 208); and 

decrypting the received encrypted at least one text message using the 
personal equipment identification number of said wireless terminal equipment as 
a shared key (Column 1 1 : lines 50-59). 
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Jobst et al. do not explicitly teach the encryption and decryption process is 
carried out using Short Message Service (SMS) system. Koukoulidis et al., in an 
analogous art teach the encryption and decryption process is carried out using Short 
Message Service (SMS) system (Figure 2A: 20; Figure 4: 460; Figure 5: 20; Page 1: 
0018). Therefore, it would have been obvious to a person having ordinary skill in the 
art at the time the invention was made to modify the method disclosed by Jobst et al. to 
include encryption and decryption process is carried out using Short Message Service 
(SMS) system. This modification would have been obvious because a person having 
ordinary skill in the art would have been motivated by the desire to secure transaction 
and communication utilizing SMS as suggested by suggestion provided by Koukoulidis 
et al. (Page 1 : 0007). 

As per claim 12: 

Jobst et al. disclose a method of determining if the encrypted at least one text message 
contains configuration commands to remotely activate the wireless terminal equipment (Column 
4: lines 40-51). 

As per claim 13: 

Jobst et al. disclose a method, after the decrypting step, of processing or rejecting the 
decrypted at least one text message upon the decryption result (Column 6: lines 20-30). 



As per claim 14: 
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Jobst et al. disclose a method, wherein the at least one text message is a Short Message 
Service (SMS) message, and the assigned equipment identification number is the International 
Mobile Equipment Identity (IMEI) number of the wireless terminal equipment (Column 5: lines 
10-21; Column 2: lines 20-45; Column 6: lines 57-67; Column 7: lines 1-36). 

Conclusion 

7. The prior art made of record and not relied upon is considered pertinent to applicant's 
disclosure. 

See the notice of reference cited in form PTO-892 for additional prior art 

Contact Information 

8. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Techane J. Gergiso whose telephone number is (571) 272-3784 
and fax number is (571) 273-3784 1 . The examiner can normally be reached on 9:00am - 6:00pm. 
If attempts to reach the examiner by telephone are unsuccessful, the examiner's supervisor, 
Emmanuel Moise can be reached on (571) 272-3865. The fax phone number for the organization 
where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
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system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR . 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 

Techane Gergiso 
Patent Examiner 
Art Unit 2137 

March 17,2006 
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